TTTTTTTTTTTTTTTTT

Chapter 1
,Machinery Directive”



Machinery Directive

”MD”
Chronicle of MD
S p— 1989: Decree of Council of the EUROPEAN Community's
Machinery Directive Directive, as the MD (89/392/EEC) was known.
ProdSG / BetrSichV 1995: Directive must be applied in all Member States of
Harmonized standards the EC.
EN1SO 13849-1 1998: Publication of the now find valid MD (98/37/EC).

Control categories

V-Model

Current Machinery Directive 2006/42/EG Gliltig seit 29.12.2009
Valid from 29.12.20009.
Must be applied. Is a European law "EU27"!
National implementation in GPSG.
Is the key to the single market.
Brings legal certainty.
Protection from unsafe products cheap.

Excercises
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Machinery Directive

»MD”
Chronicle of MD

p— 1989: Decree of Council of the EUROPEAN Community's
Machinery Directive Directive, as the MD (89/392/EEC) was known.
ProdSG / BetrSichV 1995: Directive must be applied in all Member States of
Harmonized standards the EC.
EN1SO 13849-1 1998: Publication of the now find valid MD (98/37/EC).
controlcategories Current Machinery Directive 2006/42/EG Valid since 29.12.2009

V-Model

Plant/machinery (EU Economic Area) may only
be sold with:

- Declaration of conformity

Excercises

- CE mark
"Communauté Européene" => European Community
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ProdSG

PILZ |01-9

Machinery Directive
ProdSG / BetrSichV
Harmonized standards
EN ISO 13849-1
Control categories
V-Model

Excercises

03.08.2022

/| BetrSichV

Manufacturer

i —— Operator

CE directives
e.g.: Machinery Directive

Directives
e.g.: Work Equipment
Directive

ProdSG

“Device and Product Safety

Law*“
01.12.201 Came into force.
Replaces GPSG Device and
Product Safety Law

Responsible for:

National law for the
manufacture of machinery
and products

Considers:

- European and

- National legislation.

BetrSichV

“Industrial Safety

Regulations“
03.10.2002 Came into force.
Replaces around 10
domestic regulations.

Responsible for:
Occupational health and
safety of employees in the
workplace.

All types of work equipment,
machinery and products.
Installations subject to
monitoring.

PNOZmulti Programming and Service




Harmonised Standards PlLZ

THE SPIRIT OF SAFETY

No legal obligation to comply with standards, even harmonised standards.
Compliance with harmonised standards:

PILZ |01-15

[ — » Provides presumption of conformity f’\\

ProdSG / BetrSichy » Burden of proof lies with the authorities, _

Harmonized standards courts or prosecutors. < Without harm. standards:
EN IS0 130491 » Represented in Germany by DIN EN

SIS e.g.: DIN EN 60204 or DIN EN 1SO 13849- =10 e[S Rei i ol folel S L= =)
V-Mode

» Listed in the MD lies with the accused

Excercises

» Reasons for complying with the harmonised standards?

e Compliance triggers the presumption that the essential requirements of the
European directives have been met (presumption of conformity).

e European standards are used to define in detail what are sometimes very
general statements within the European directives.

e When acquiring machinery, the purchaser specifies the need to comply with
harmonised EU standards.

e Simplifies the area of product liability.
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Risk assessment in accordance p"_z
with DIN EN ISO 13849-1

PILZ [01-18+
Machinery Directive
ProdSG / BetrSichV
Harmonized standards
EN ISO 13849-1
Control categories
V-Model

Excercises

03.08.2022

- . . {_ - ]
S = Severity of injury: S1 may only be selected if no
e Cuts and bruises, without irreversible injury is anticipated.

complications 1—|> I:l

e Amputations or death

| I\I\II\JIVIIV]I\II\P\J\JMI\I L\ 1 1ALl A

F1 = Seldom to quite often
and/or the exposure time is short
F2 = Frequent to continuous
and/or the exposure time is long

P = Possibility of avoiding hazard:
P1 = Possible under specific , ~ v v YY vy v
P2 = Scarcely possibl ‘ ‘

Y V VY VYV VY
DCavg —» non non lowmed. lowmed. high

DCavg Percent
non <60 %
low 60 % ... 89 %
med. 90% ...98 %
high >99 %

MTTFo=low 3-10J O
MTTFpo =med. 10-301J |
MTTFo = high 30-100J O
MTTFo = high 30 -2500 O
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Risk assessment in accordance P“‘z
with DIN EN ISO 13849-1 e eiait or sarens

S = Severity of injury: [Eg\r/‘;"lrmame H
S1 = Slight injury
FlLz loter S2 = Serious injury including death
Machinery Directive F1 Pl d I:l mlm
ProdSG /BetsichV F = Frequency/exposure to hazard: 51 25 0§
Harmonized standards . || ]
N 19O 13840.1 eConsideration of the need for access F1 may only be selected if the iPmi
o _ to the hazardous area: exposure time to the hazard is |
SlNRieaiednles _ Normal operation relatively low in relation to the =
V-Model - Maintenance overall time for which the device is H
Excercises _ Service used, and access is only required — LI
P = from time to time. -
*Type of access: | B
E.g.: manual material feed ( ot ) vV VvV YY VY v
ategory L,
*The time, frequency and number of / B 1 2 2 3 3 4
persons spent in the danger zone. [ be ‘ vV I* *d I* *d h_*h
avg —» non non ow med. Iow med. 19

DCavg Percent
non <60 %
low 60 % ... 89 %
med. 90% ...98 %
high >99 %

MTTFo=low 3-10J O
MTTFpo =med. 10-301J |
MTTFo = high 30-100J O
MTTFo = high 30 -2500 O
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Risk assessment in accordance
with DIN EN ISO 13849-1

PILZ [01-18+
Machinery Directive
ProdSG / BetrSichV
Harmonized standards
EN ISO 13849-1

Control categories

V-Model

Excercises

03.08.2022

S = Severity of injury:
S1 = Slight injury
S2 = Serious injury including death

F = Frequency/exposure to hazard:
F1 = Seldom to quite often
and/or the exposure time is short
F2 = Frequent to continuous
and/or the exposure time is long

P = Possibility of avoiding hazard:
» Speed with which the hazard occurs

* Ability to escape or third party intervention
* Trained specialised stafl

*|s the hazard detected without special
displays/measuring devices

» Operation supervised or unsupervised

PNOZmulti Programming and Service

Performance
Level

P1 may only be selected if, when

hazardous condition occurs, thereis * v v

a realistic chance of avoiding an

3 4

accident or considerably reducing its . ,

effects.

MTTFo=low 3-10J
MTTFpo =med. 10-301J
MTTFo = high 30-100J
MTTFo = high 30 -2500

oomo0o

v med. high
DCavg Percent
non <60 %
low 60 % ... 89 %
med. 90% ...98 %
high >99 %




Risk assessment in accordance
with DIN EN ISO 13849-1

S = Severity of injury:
S1 = Slight injury

PILZ |01-18+ S2 = Serious injury including death

Machinery Directive

ProdSG [BetrsiehV F = Frequency/exposure to hazard:

F1 = Seldom to quite often
and/or the exposure time is short

Harmonized standards

EN ISO 13849-1

Control categories F2 = Frequent to continuous
V-Model and/or the exposure time is long
Excercises

P = Possibility of avoiding hazard:
P1 = Possible under specific
conditions
P2 = Scarcely possible

MTTF, = B10, /0,1 x n,,

03.08.2022 PNOZmulti Programming and Service

Performance

Level

Category

DC

avg

MTTFp = low

3-101J

MTTFpo =med. 10-301J

MTTFo = high
MTTFo = high

30-1001
30-25001

PILZ

THE SPIRIT OF SAFETY

O
B
O
O]

v v \

r v vy v

J B 122334

vV VYV YY VYV vV

—» non non lowmed. lowmed. high

DCavg Percent
non <60 %
low 60 % ... 89 %
med. 90% ... 98 %
high >99 %




Risk assessment in accordance
with DIN EN ISO 13849-1

PILZ [01-18+
Machinery Directive
ProdSG / BetrSichV
Harmonized standards
EN ISO 13849-1
Control categories
V-Model

Excercises

03.08.2022

S = Severity of injury:
S1 = Slight injury
S2 = Serious injury including death

F = Frequency/exposure to hazard:
F1 = Seldom to quite often
and/or the exposure time is short
F2 = Frequent to continuous
and/or the exposure time is long

P = Possibility of avoiding hazard:
P1 = Possible under specific
conditions
P2 = Scarcely possible

PNOZmulti Programming and Service

Performance

Level

Category

DC

avg

MTTFp = low

3-101J

MTTFpo =med. 10-301J

MTTFo = high
MTTFo = high

30-1001
30-25001

v v A

r v vy v

[T/ "B 1/22|33 4

——» non non

O
B
O
O]

l-channer| 1,5-cha. | 2-channél

low med. low med. high

DCavg Percent
non <60 %
low 60 % ... 89 %
med. 90% ... 98 %
high >99 %
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Risk assessment in accordance
with DIN EN ISO 13849-1

PILZ | 01-18+
Machinery Directive
ProdSG / BetrSichV
Harmonized standards
EN ISO 13849-1
Control categories
V-Model

Excercises

03.08.2022

S = Severity of injury:
» S1 = Slight injury
» S2 = Serious injury including death

F = Frequency/exposure to hazard:
» F1 = Seldom to quite often
and/or the exposure time is short
» F2 = Frequent to continuous
and/or the exposure time is long

P = Possibility of avoiding hazard:
» P1 = Possible under specific
conditions
» P2 = Scarcely possible

PNOZmulti Programming and Service

Performance
Level

Category

DC

avg

MTTFo=low 3-10J
MTTFpo =med. 10-301J
MTTFo = high 30-100J
MTTFo = high 30 -2500

PILZ

THE SPIRIT OF SAFETY

oomo0o

DCavg Percent
non <60 %
low 60 % ... 89 %
med. 90% ... 98 %
high >99 %
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Risk assessment in accordance
with DIN EN ISO 13849-1

PILZ |

Machinery Directive
ProdSG / BetrSichV
Harmonized standards
EN ISO 13849-1
Control categories
V-Model

Excercises

03.08.2022

MTTFd: Mean Time to Failure, Dangerous

DCavg: Diagnostic Coverage, average

CCF: Common Cause Failure

1 Separation / segregation

Physical separation between the signal paths:

a) Separation of the wireing/piping,

b) Detection of short circuits and open circuits in cables by dynamic testing;
c) separate shielding of the signal path of each channel;

d) e.g. sufficient clearance and creepage distances on printed circuits.

2 Diversity

Different technologies are used.
Different design or principles are used.
Components of different manufacturers are used.

PNOZmulti Programming and Service
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Risk assessment in accordance
with DIN EN ISO 13849-1

PILZ |

Machinery Directive
ProdSG / BetrSichV
Harmonized standards
EN ISO 13849-1
Control categories
V-Model

Excercises

03.08.2022

MTTFd: Mean Time to Failure, Dangerous
DCavg: Diagnostic Coverage, average

CCF: Common Cause Failure

3  Design / application / experience

Protection against overvoltage, overpressure, overcurrent, etc. =

Components used are well-tried 5

4  Assessment / analysis

Fir jedes Teil von sicherheitsbezogenen Teilen eines Steuerungssystems wurde
eine Fehlermoglichkeits- und Einflussanalyse durchgefiihrt und deren

Ergebnisse bericksichtigt, um Ausfalle infolge gemeinsamer Ursache bei der 5
Gestaltung zu vermeiden.

PNOZmulti Programming and Service
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Risk assessment in accordance
with DIN EN ISO 13849-1

PILZ |

Machinery Directive
ProdSG / BetrSichV
Harmonized standards
EN ISO 13849-1
Control categories
V-Model

Excercises

03.08.2022

MTTFd: Mean Time to Failure, Dangerous
DCavg: Diagnostic Coverage, average

CCF: Common Cause Failure

5 Competence / training

Have developers been trained to understand and avoid the causes and
consequences of common cause failures? 5

6 Environmental influences

Prevention of contamination (hydraulic and pneumatic) and EMC influences

considered and tested? o

Are the requirements for immunity to temperature, shock, vibration and

humidity considered (compliance with product data)?
10

PNOZmulti Programming and Service
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Description
”B“

PILZ |

Machinery Directive
ProdSG / BetrSichV
Harmonized standards
EN ISO 13849-1
Control categories
V-Model

Excercises

03.08.2022

of Category

Requirements:

In accordance with the relevant standards and the
, the SRP/CS must be able to withstand the
following:
» Operating stresses
» Influence of the processed material
» External influences

System behaviour:

The occurrence of a fault can lead to the loss of the safety function
Structure:

Single-channel
safety circuit

PNOZmulti Programming and Service
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”1“

PILZ | 01-22
Machinery Directive
ProdSG / BetrSichV
Harmonized standards
EN ISO 13849-1
Control categories
V-Model

Excercises

03.08.2022

{

{

Description of Category =1 |

Requirements:

In addition to Category B, the SRP/CS of Category 1 must be designed and
constructed by use of well-tried components and well-tried safety
principles:
» forced guided contacts
> positively opening contacts
System behaviour:

The occurrence of a fault can lead to the loss of the safety function. The

== [Eliability of the safety function is higher than in Category B.

" Structure:
Single-channel safety circuit

Force »-- Forcibly =
guided = PEN —-sl™ PFH-Wert Guided R
contacts 3 = oy Contacts N

PNOZmulti Programming and Service
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Description of Category

”2“
PILZ |-01-23 . Requirements:
Machinery Directive In addition to Category B and well-tried principles of Category 1, SRP/CS of
ProdSG / BetrSichV Category 2must be designed so that their functions are checked by the machine

Harmonized standards

control system at appropriate intervals. Testing of the safety function(s) must be

EN ISO 13849-1 carried out:
» When the machine is started up
» Prior to the initiation of any hazardous situation

System behaviour:
The occurrence of a fault to lead to the loss of the safety function between tests, the
loss of the safety function
to be detected by the test.

Additional measures are:
» Request rate < 1/100 of the test rate (Typical assumptions according Sect. 4.5.4)
- If 21/100 cannot be met, then 21/25
- Immediately upon demand of the safety function
(Time for error detection less than Time to reach the danger point)
» Mastering of CCF

Structure:
Single-channel safety circuit and Test equipment with output (OTE)

Control categories

V-Model

Excercises

03.08.2022 PNOZmulti Programming and Service 17



Description of Category
”2“

PILZ |01-23
Machinery Directive
ProdSG / BetrSichV
Harmonized standards
EN ISO 13849-1
Control categories
V-Model

Excercises

03.08.2022

Block diagram:

\ 4

TE

v

OTE*

* For PL d, a warning signal is not sufficient. Thus, a second shutdown path is required.

PNOZmulti Programming and Service
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Description of Category

”355

PILZ | 01-23+

Machinery Directive Req uirements:

ProdSG / BetrSichV In addition to Category B and well-tried principles of Category 1, SRP/CS of
Harmonized standards Category 3 must be designed so that a single fault does not lead to loss
EN 1SO 13849-1 of the safety function. Whenever reasonably practicable, the single fault
Control categories shall be detected at or before the next demand upon the safety function.

V-Model

System behaviour:
Category 3 system behaviour allows:

»some but not all faults to be detected

Excercises

»the accumulation of undetected faults can lead to
the loss of the safety function

»Mastering of CCF

Structure:
Dual-channel safety circuit

03.08.2022 PNOZmulti Programming and Service 19



Description of Category
”3“

PILZ |

Machinery Directive
ProdSG / BetrSichV
Harmonized standards
EN ISO 13849-1
Control categories
V-Model

Excercises

03.08.2022

Block diagram

<< -

PNOZmulti Programming and Service
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Description of Category DILZ

”4“
PILZ | 01-24
Machinery Directive Req uirements:
ProdSG / BetrSichV 4 In addition to Category B and well-tried safety principles of Category 1,
Harmonized standards SRP/CS of Category 4 must be designed so that a single fault in any of
EN SO 13849-1 these safety-related parts does not lead to the loss of the safety function,
Control categories and that the single fault shall be detected at or before the next demand
V-Model

upon the safety function.

System behaviour:

Category 4 system behaviour demands that:
» The safety function is always performed when a single fault occurs,
» Faults are detected in time to prevent the loss of the safety function,
» Accumulations of undetected faults are taken into account
» Comparison of channels, such as detection of shorts across contacts (DCavg of HIGH)
» Mastering of CCF

Structure:
Dual-channel safety circuit

Excercises

03.08.2022 PNOZmulti Programming and Service 21



Description of Category
”4“

PILZ |

Machinery Directive
ProdSG / BetrSichV
Harmonized standards
EN ISO 13849-1
Control categories
V-Model

Excercises

03.08.2022

Prinzipschaltbild:

A 4

A 4

A 4

A

PNOZmulti Programming and Service
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» Table 11 PILZ

simplified procedure
% Simplified procedure for calculating the value PL
PILZ |01-25 :
Machinery Directive I:)I—Iow Quantlty of IDI—Iow Overall PL
ProdSG / BetrSichV a >3 Not allowed!
Harmonized standards
<3 a
EN ISO 13849-1
. b > 2 a
Control categories
V-Model <2 b
Excercises C > 2 b
<2 C
d >3 C
<3 d
e >3 d
<3 e
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Table 11

simplified procedure

PILZ |01-25
Machinery Directive
ProdSG / BetrSichV
Harmonized standards
EN ISO 13849-1
Control categories
V-Model

Excercises

03.08.2022

rLe

Example 1
SRP/CS SRP/CS SRPICS SRP/CS
Sensor 1 » Sensor 2 > Svstem »  Actuator
PL=d PL=d stent PL=d
Overall PL i F) EREs
Example 2
SRP/CS SRP/CS SRP/CS SRPICS SRP/CS
Sensor 1 » Sensor 2 » Sensor 3 > Svstem ,  Actuator
PL=c PL=c PL=c sterr PL=d
Overall PL " b bbb

PNOZmulti Programming and Service




> Von SIL zu PL

PILZ

THE SPIRIT OF SAFETY

PILZ | 01-26

Machinery Directive
ProdSG / BetrSichV
Harmonized standards

EN ISO 13849-1

SIL
(IEC 61508)

PFH
(IEC 61508 and ISO 13849-1)

PL
(ISO 13849-1)

i B 104 ... 107 a
Control categories
o 1 105 ... 3x 10 b
1 3x10°...10° C
2 10 ... 107 d
3 107 ... 10® e
03.08.2022 PNOZmulti Programming and Service 25



V-Modell

PILZ |01-26
Machinery Directive
ProdSG / BetrSichV
Harmonized standards
EN ISO 13849-1
Control categories
V-Model

Excercises

03.08.2022

Aim:

Creating software that is readable, comprehensible, testable and maintainable

Timely consideration of specification errors and draft errors

Error prevention

V-Modell

Defensive programming

- Specification
Basic measures of the
safety function
Modular program structure A

Comprehensible presentation

Simple functions (avoiding
indirect addressing)

Clear naming of variables
Comprehensible comments

constructive
activities

software

Safety-related
specification
system st ... e
design test
A

- result

Testabllity of the program | L »_verification

validation

module
test

module test
deSlgn [TITITT]

validated
software

Verifying
activities

modules

PNOZmulti Programming and Service

riLe

26



Ubung

E@':@ 1. Which of these statements about compliance with standards are correct?
=11 Place a cross next to the correct answers and then count up the points awarded for the
PILZ |01-30 =] correct answers:
=0l
Machinery Directive =]
ProdSG / BetrSichV il
=] 1. The machine manufacturer is liable to prosecution if he does not comply with the O 3
Harmonized standards =] standards that are applicable nationally.
EN ISO 13849-1 =] 2. When acquiring machinery, the purchaser specifies the need to comply with 8 4
- =1 harmonised EU standards.
Control categories =] 3. The machine manufacturer is liable to prosecution if he does not comply with the EU
V-Model =0 standards that exist for the respective safeguard, even if the measures he has taken O
_ =] are effective in protecting personnel.
Excercises =L 4. European standards are used to define in detail what are sometimes very general 10
= statements within the European directives.
=] 5. Simplifies the area of product liability, as the adversary is forced to present a reasoned 30
=1 justification for the alleged safety deficiencies.
=4 6. Compliance with EU standards is European law. Manufacturers in Europe must comply O 50
=4 with these standards.
=] 7. Compliance triggers the presumption that the essential requirements of the European 400
=] directives have been met (presumption of conformity).
=T 8. Compliance with ISO and IEC standards is international law. Manufacturers all over the O 500
=4l world must comply with these standards.
=] "
—o Thetelephone number for technical support
—5 or Hot-Line at Pilz is: 0711/3409-..444...
=T
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Ubung

PILZ |01-31
Machinery Directive
ProdSG / BetrSichV
Harmonized standards
EN ISO 13849-1
Control categories
V-Model

Excercises

03.08.2022

Pie

—*Hl 2. Please select one or more categories / performance levels (DIN EN ISO 13849-1) that apply for the A
,%E particular statement (multiple choice "n from 5"). —
=] 1. High-risk danger zones (irreversible harm), which only maintenance staff need to access. The danger can be averted because
=1 the relevant requirements, such as safely reduced speed for example, are met.

=H PL a PLb PLc PLd PLe

=]

i Q Q 3 Q Q

=]

s 2. High-risk danger zones (serious injury), where people are very often present. The danger cannot be averted because the
= speed is too high.

=]

= PLa PLb PLc PLd PLe

=]

=0 O o) o) o) 3
=]

=

= E@ 3. What performance level can be achieved with Category 1 and an MTTF, of 77.15 years?

=0 PL a PLb PLc PLd PLe

=1

=0 Q Q 3 Q Q

=1

=]

=] 4. What performance level can be achieved with Category 3 and DCavg LOW with an MTTF, of 30.15 years?

=]

ey PLa PLb PLc PLd PLe

—=11]

= Q Q 0 3 Q

=]

PNOZmulti Programming and Service
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Automatisierungs-
technik

"The European Commissionsupportforthe production of this publication does not constitute an
endorsementof the contents which reflects the views only of the authors, and the Commission
cannot be held responsible for any use which may be made of the information contained therein."

The published work above is licensed under a Creative
Commons Attribution-ShareAlike 4.0 International License.
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THE SPIRIT OF SAFETY
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